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Contacting CircuitWerkes
For help with setting up or operating the SiteSentry2, please contact us at the following:

Phone: 352-335-6555
E-mail: info@circuitwerkes.com
Website: www.circuitwerkes.com

Unpacking your SiteSentry2

Note: CircuitWerkes is not responsible for product damage during shipment.  Inspect your
shipment carefully for external signs of damage.   CircuitWerkes suggests that you unpack your
shipment as soon as possible after receipt to inspe ct it for signs of damage that might not be
visible from the outside.   If the shipment appears  to be damaged, keep the original boxes and
packing material for inspection by the carrier.   A ll damage claims should be made directly to the
carrier.  Do not delay. Call the carrier as soon as  damage is discovered.

You should have received the following items with each SiteSentry2 that you have purchased:

[   ]   (1) CircuitWerkes 15V Power Supply
[   ]   (1)  Software CD
[   ]   (1)  Printed copy of the manual

If you have not received all of the items shown wit h your shipment, please carefully check inside
the box or boxes because items occasionally get los t in the packing materials and can be hard to
find.  If your items are not found, please call  Ci rcuitWerkes at 352-335-6555 or e-mail us at
support@circuitwerkes.com.

In case your product is in need of service our shipping information is as follows:
CircuitWerkes, Inc.
Attn: RMA #
2805 NW 6th Street
Gainesville, Florida, 32609, USA
Please obtain an RMA from us and verify the address before returning any products.

Safety Information

WARNING!
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Product Overview

Introduction
The CircuitWerkes SiteSentry2 is a Web enabled Remote site controller and monitoring tool.  An

internal Web server lets you visually monitor your site from any Web browser, anywhere in the
world. When an alarmable condition is detected, the SiteSentry2 can perform user-programmed,
automated, sequences of actions and can also respond to user control via the network or via
external contact closure inputs. Three levels of user control are available ranging from reader up to
administrator.

In addition to the two DC metering inputs, the
SiteSentry2 has an audio monitor that can detect
silence or overload.  An onboard temperature sensor
allows you to monitor the local temperature.

Up to two SiteSentry2s can be optionally rack
mounted in a single sized rack shelf. Administrators can
perform all setup through the Web server.

Inputs and Outputs
As seen in Figure 1 below, the SiteSentry2 has a

number of connectors on the back panel to interface with
your equipment.  The following table is a list giving the name of each connector, followed by a brief
description of its function.

SiteSentry2 Rear connectors & controls

Key Features

·  Internal Web Server lets you see your
status from anywhere in the world

·  Web server meters are fast responding
·  Two balanced DC metering inputs
·  Unbalanced, stereo audio monitor input
·  Onboard temperature sensor
·  User-programmed relays (2 DPDT) close

automatically or via Web control
·  32 User-definable alarm conditions can

trigger up to 3 actions per alarm
·  External trigger inputs can activate user-

defined actions
·  Relays can be momentary or latching.
·  DHCP or Static IP capable
·  Free GUI software to monitor your site
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Back panel connections

Name Type Description

Relay Outputs Screw Terminals The SiteSentry2 has six relays that loosely correspond to
channel 1 and Channel 2.   Each group contains one DPDT &
2 SPST relays.    Although the relays can be considered part of
a group, in reality they are completely independent and any
event on either channel can be used to operate any relay.
Everything is completely user defined.

Ext 1 & 2 Screw Terms External Status inputs.  Can trigger actions/alarms.

Network RJ-45 Connects your LAN or Internet to the internal Web server.

Status LEDs G & Y LEDs Blinking yel = proper operation. Solid green = Net  connected.

Ch1 Cal Trimmer Adjusts the input level to the #2 A/D converter

Input 1 3-terminal Site input to feed channel 1 analog input for  site monitoring.

Input 2 3-terminal Site input to feed channel 2 analog input for  site monitoring.

Ch2 Cal Trimmer Adjusts the input level to the #1 A/D converter

Stat Src Jumper Select internal or external voltage source for status inputs

Aud Det Red LED Indicates when Audio is detected

Aud Mon Trimmer Adjusts the input level to the #2 audio monitor

Audio In 3.5mm Stereo Unbal. stereo audio input for remote (visual) audio monitoring.

Power In 2.1mm Barrel Accepts 14-18 V AC or DC @ 200mA

SiteSentry2 Front panel  indicators:

Name Type Description

PWR LED Indicator Indicates that the main power supply is operating.

Link LED Indicator Lights up whenever the network is connected

Cust 1 LED Indicator Lights when a user defined event triggers this LED

Cust 2 LED Indicator Lights when a user defined event triggers this LED
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Connecting your SiteSentry2 to other equipment 6

Site Inputs
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Relay Outputs:

'�	�
��	
	��������	�����	�������5�	�������������	 �������������������	�����	+�	����	�����	������ ���������������	��������

"	�����67����������	�(%('�	������������	���	��� ����	�����������	����		���������������	���'�	�	� 	���������������	���	��	����
���	��������	�������	�������	���	���������������� �����������������	�����������+����������� �	����	 �����	�����������������	�����
���	�����	����������������������� ���	�������� ��������	������&	����8����� ���	�	�������� ���	� �����	�����������	��
%
'�) ����-
�������������������	���	�� ���	�	�������������� �	������'�	�
%
'�	������	���	�����79������������� ���	���:���	����������
�����	���	����'�	�(%('�	������	���	�� ��7����+�� �������������	�

External Status Inputs
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�������	������

Stereo

�����  The status “GND” terminal is actually a common usually associated with an external power source.  It is
not a ground.  Generally, this terminal should not  be connected to ground. Use the grounds associated with
the metering inputs instead.
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Using the  Internal Web Server

Networking basics:

B	 �	�	���������� ���	���	����������	�����	���� ���������	� ����������	����������������	��	������	� ������	�	����	�����	
����	������������	������	�	��������	����	����� �	�������/��		����	����	� �����������	���������� ����	����������
�������������������	���  		������������	����	�� �		���!	������	����������������	��������������� ������ �����������
�����	�����������������������	������������������� ��	�!	���	�	�������	+����������������	�������'�	 ���	 �����������
�����	���	���������������	��	������	���	��������	 ��������	�� ����	���������� ��������	����������� ��������

/��/��	�	���������	���	����������	������	������� 	�/%����	��	���	����	�	������	�	�� ������	������ ��	��������	
	��	��	�������������8�	���	���	���������	�������� 	������	����#������	������������	�����/%����	��� ������	����������
��	���� ����������������	��	������������������� �	��'�%</%���������������������	�� ����	�/��	�	��� �'�	����	�������
�	�������	������	�/%����	��	��������������������� �		�������� �����������	��	�������	��		�����	���� �����������	
	�����	�������	��	���	��������		��������/��������� ��	�/%����	����������� ����	����������	���������� ��	����	�����������
	�������	�����������	�����������	������� ������� ��		������	��������	���
�����	�/%����	��	���	���� ����	�������	
��	��������	������������������	�������	���'�	�� ��	��������	������	�/%����	��	����������	���	� �� ��� 
����������������	��		��	����������	�����������	��� 	�����������������������	����	�������� ������	���� ������	�

/%����	��	���	������������	��������������� �+	�� ���	�������;�������	���	� ������������	�	��	��� �	���	;��������������
�����/%����	�����������������	�	��	�	�	����	�; ��#�������	���C���������	�������	�����	��������� ����	���	�/%����	
� �7D��75E�7�FFF���		�FFF������	�997���������1G�� �>��	���	��	����������������������	�������	���� 	������	����	
����	��������������		�������� �����;��������	���� ���	��������		��������� ���	����	������	�

.	�	�����������	��	�������	������	������������	� ��� ����	��	����'�		��	���	����	��	�������	+���� �����	���	��	����
)����	����	������	������=����	-�������	����		�� 	����	��	�������	+���������	�/��	�	��)���������! �=-����	�� ���	
�	�������!	A�	���	�����	����	����	������	����	� ����	�������	���������  ������	������	����	������� �������	�����������	����
�	�������

!�	���������	���	��	���	�������������	������������ �	�����	����������	�/��	�	������	�������	����	�� ��(
�����	�����
����������������	��	��������	���������	���������	 �����/%����	��� �������/
%���B�����	�/
%�������	 	����	����	������
���	�	�����	��������	������	�� ������	���������� �	�����������������������	�/%����	��	��)���������� �	���������������;�
�����	�����-��������������������������������	��� 	�/%����	����������������	�������	����	�� ������ ���	����������
������	� ��	����/%����	��������	+����������	���� ��	����	�� ������	�������$����������  		������	� �� ������������������	
��������&	�������������������	���	������C�������� �	������)!	���������-��������������	��������E9��� C'%���������������
�7���8��������������	������1����> �	����	��������� �	������	���������	���������������������E9������ �	��	���	������
�	���������	���	�
��	
	������������	�	������	��� ��	����!	�������������	��������	����	< �	������� ����������E9�	��	���
�����	�/%����	���������	�������	����	��	��������� �����	�������	�
��	
	�������'������������	����	���� �	������ �	����
�������;�����������	�������E9�	��	���������	�
��	 
	���������	���	���;���2��������������	�	��	���� � ���	�����	� �����	
����������	�� ���	� �	������������	����	��	���	 ��	�����	���	������	������	����	��		������������/% ����	������������	�������	
�	�������������������
���	������	�������	������	 �� ����	����������������	����������������������	�� �����	������������
���	����/%����	������������	��������	����� ��� �����������������	���	���������	�������	�	������ �	� �	��������>����	
/��	�	�����	�� ���	� �	��������		��������������� ����	������/%����	���������	���������	�
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Connecting to the SiteSentry2 for the first time:

#�����	��������	������	������	���	���������� 	���!�	�����	���	���������	������������	����	��	� ��	����������������
���/%����	��� �����	����	������������	�������	 ��(:�%����B���	 ��������	�
��	
	���������������(:� %����	��� ��
�����	����A��(:�%��	�	�����/����	��������	��� �����	�
��	
	�������������	�������������������	��� ��/%����	���������
/%����	��������	����	��������������������������	� �III�III�I�III�� ��	+����	�7D��75E�7�799���J���� ��	�����������
�� ���������������������������� ���������������	�� ��	������������������������	��	�������	�� ������ ��	�����#�������	�
���	������	��������������	�������	���	���	����'����� ����	��������������� ���	����	A��(:�%����	����� �������	������
������	����	���=�������	�����	�����>��	���������� ��	�/%����	���� ������	���	�������������	����	��� �����	�����������
	��	������	����	����������������	A�����	����� ���������
���
��� 	�	
�
�	�1�,�/2�������#
�
��
���34567
����
��0����$	���
�
�����	
������		���
�
�������	����	���
���
 �����
���
������	���������������� ��J������
��	���	�	�����	�������	��� ����	����������� ���	�
 ��	
	�������������	����A�����	������	���	���� ����������	���	
������!	�	��=	������	���������� ������������	�� ��	��������	��(���������	����������
��	
	������� ������	���	��	���	
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 Using the SiteSentry2’s Web server:
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Logging In:

By browsing to whatever IP address your SiteSentry2 has, you will be presented
with a login screen. The default administrator’s login is 12345678 , unless you
have previously set this differently from the configuration menu. There are three
access levels to the SiteSentry2, reader, controller and administrator.   Only
administrators can configure the SiteSentry2.  Controllers can operate relays
while reader level has no control.  The default administrator’s password is simply
12345678.  Passwords are a maximum of 8 characters.   

If you are using Internet Explorer and you incorrectly enter the password one time, you may have to
close your browser and reload it because IE cache’s the passwords and will try to use them even if
they don’t work and you have tried to enter a different password.  To avoid that problem change your
IE settings for temporary files so that Explorer checks for new versions of stored pages on every
visit.    Other browsers such as Firefox, Opera and Chrome do not, generally, have this problem,
however, we still recommend IE be used for changing configuration of the SiteSentry2.  Any browser
can be used for monitoring.

Once you have entered the correct password, it will take a few seconds to load the SiteSentry2’s
page.  Once done, you will have access to the metering and controls of the SiteSentry2.  If you are
an administrator, you will also be able to manage the SiteSentry2’s settings. If the page does not
properly load the first time, use the F5 key to refresh the page.
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Monitoring and control using the Web server:
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The SiteSentry2’s Web server display gives you the ability to monitor site on two DC metering channels, an
audio channel, a temperature sensor and to control six relays.  Four of the relays are SPST while two are
DPDT, suitable for either controlling external equipment or for switching audio.  Relays can be latched or
momentary.

The SiteSentry2 also has two status inputs that are monitored.  Their status is shown in the upper left side of the
screen as “Ext 1” and “Ext 2”.  When their inputs are connected to ground, the associated indicator turns from
gray to green.  External status inputs can also be used as events to initiate alarm actions.
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SiteSentry2 Configuration:

Administrators and controllers can operate
relays and view the meters.  Readers can
login to see the meters, but cannot control
anything.  Administrators can read meters,
operate relays and perform configuration
setup tasks, including editing labels by just
clicking on them from the main page.

In addition to quick changing the labels, administrators can click
on the “settings” button to open up the main configuration form
in a new window.

The configuration form lets you setup a static IP address, setup
passwords for the various access levels, lets you change label
names, define under-voltage or overload levels for each channel
and specify the delay before an event is registered as an alarm
and starts an action step.

The action steps are user-defined functions that the SiteSentry2
will perform whenever an event is triggered.  These events are
usually called alarms, but they can also be simple responses to
any particular input as defined by you.

The “alarms” are defined by two parameters:

1. The triggering event
2. The step, or steps that you want to take when an event

occurs.
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Calibrating Meters:

Only administrators can calibrate the meters.   This is best done when the output of your equipment
is at its nominal operating voltage.   Each input (except for onboard temperature) has a calibration
control that is physically associated with the channel.   The meter scale is self-adjusting based upon
where the pointer is and what value you assign to that metering input.  Meters can be calibrated in
just a few simple steps:

1. Log into the Web server for the SiteSentry2.

2. Apply a voltage sample to be monitored to the SiteSentry2’s input.

3. Use that channel’s calibration control to set the pointer to approximately the right spot on the dial.  For most
users this will be around ¾ of the way to the right side of the metering display

4. Click on the value currently displayed .   This will allow you to directly enter the value that you want to record.
When through, hit the enter key to set the value.

5. Note that the meter scale maximum changes with respect to the value entered for the pointer and the pointer’s
position on the meter face.

Note that calibrations are linear only.  If your equipment outputs power or log scaled voltages, the
readings will only be accurate at the calibrated voltage.

Setting Alarm Ranges:

The SiteSentry2 has nine (9) alarms that can be programmed.  Each alarm can respond to one of 32
possible events.  Lower and upper alarms are entered as a percentage of the full meter scale (not a
percentage of the currently displayed value).   For instance, if the meter scale is from 0 to 1000 and you select
an upper alarm of 90%, that will occur at 900.  If the meter is from 0 to 5000 and a lower alarm is set to 20%,
that will occur at 1000.    To set a proper alarm range for a given alarm, you must calculate where you want
the alarm set.   For example, you have a transmitter that operates at 5000W and your meter scale max is set
to 7000.  The 105% limit for your transmitter is 1.05 x 5000 = 5,250W.   5250 divided by 7000 = .75, so you
would set the upper limit to 75%.   Now, the yellow warning band of the alarm extends 10% beyond the actual
alarm point, so your normal operating range will be in the yellow, but the yellow is nothing more than a visual
indicator.  The actual alarm point is the red.   If you want the pointer in the green, you will have to adjust the
upper limit by +10%, but then the actual alarm will not occur until around 120% of licensed power is reached.
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Event Types:

There are 32 events that can trigger actions.

The first twelve are permutations of low-meter conditions.  You can react to low conditions
on one or both, or either channel, or you can react to the return of normal readings on
those same channels.

Similar to low meter detection, overload detection indicates when too much voltage is
present on a channel.

The four External “ON” events occur whenever one or both of the external status inputs
are triggered, while the four External “OFF” events happen whenever the external status
inputs are untriggered.

Each of these trigger events can be used to perform a different action.  For instance, one
alarm event (and action) might be if a low meter detection on channel 1 causes relay #1
to latch “ON”.  A second event might then be used to unlatch relay #1 when low meter
“OFF” (back to normal) condition is detected on channel one.  By using two alarm events,
you can create an automatic switchover system that will operate whenever a situation
occurs and will automatically reverse itself whenever condition returns to normal.

Each type of alarm is governed by its own set of timers, so you can choose how quickly
the SiteSentry2 will respond to a particular condition.   For instance, the Audio Silence
detection might be set to occur after 30 seconds of silence, but you might want to know
that the audio has returned after only 5 seconds, so that you can restore main
programming.  Setting a timer to zero is an instant response.

Actions:

Any alarm event can perform any of the 23 tasks on the Actions list.  Actions can be
used to operate relays, either momentarily or latching.   When a latching action is
performed, often a matching “unlatch” or “release” event is used to undo the action
when the triggering event is over.

In addition to operating relays, the custom LEDs can be operated.  The Custom LEDs
are represented graphically on the Web server as gray (off) or green (on) lights.  There
are also two real LEDs on the front panel of the SiteSentry2 that can be operated by
the same actions.

Each alarm (action) can have up to three steps.  There are programmable pauses
available between steps as well.  Using these, it is possible, for example, to have one
event, close a relay, turn on one of the LEDs and then pause for a few seconds, then
close, or open, another relay.

Whenever actions are occurring, the SiteSentry2 will not respond to outside commands
or to other events until the action has completed.   If a pause is set to 60 seconds, then
the SiteSentry2 will not be responsive to outside control, nor will it update its meters,
until that time, plus whatever amount of time to run the action steps has passed.

Note that the configuration page lets you export and import settings
from your browser.    On some computers, the import/export function
may only work properly with Internet Explorer.
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The
SiteSentry2
software main
display
(above) &
Channel
Meter (Left).

SiteSentry2 Software
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Installing & Running the Software:
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Using the Software
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Left:  SiteSentry2 main
form with one location
already added.
Options are selected by
right-clicking on the grid.

Enable
Monitoring
by check
box.  Site
LED is
green when
connected.

IP Address/URL &
Device Name

Monitored channel values,
Custom LED status and
external status input value.
Status: 0=off, 1=on.

Relay Status:
0=off, 1=on

Connection Status:
If units time out, try
decreasing the
update speed.
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Configuration using the Software:
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The “Location Settings” is where you
access the configuration setup for
each of your SiteSentry2s.

This menu can be accessed from the “Hosts” button of the main display, or you can
right click on the grid.  The menu is context sensitive when you right click on the grid,
meaning that it will enable the configuration for the specific site that you click on.
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Specifications
Dimensions 1.75”  H x 8.5” W x 6“  D

 1RU rack-shelf-mountable

Weight approx. 3 lbs.

Power 15Vdc supplied by included 117VAC @ 60 Hz wall adaptor

Relays 6 SPDT relays rated at 10va @ 15 VDC.

4 DPDT relays rated at 1 A @ 30 VDC, 0.3 A @ 125 VAC for 5 x 105 cycles

.

Metering Inputs 2 DC site inputs in 3.5mm depluggable screw termianls capable of accepting 0 to 10V with
reference to ground.

Audio Inputs Unbalanced stereo input (summed together) with 3.5mm TRS jack. Can detect silence or
overload.

Temeperature sensor Displays ambient temperature at the back panel of the PCB.  Configurable for F or C. Low and
High temp alams.

Status Inputs 2 contact-closure inputs.  Pull to ground to activate or supply your own voltage (jumper
configured).

Ethernet Internal Web server with DHCP or static IP capability.  Browser must have Javascript.

Relay outputs Six total relays on board.  Two are DPDT with contacts rated at 1amp.   The remainder are
SPST with contacts rated at 10VA (100ma MAX NON-Inductive).  All relays can be momentary
or latching

Alarms 9 onboard alarms can respond to 32 possible conditions, each.   Responses can consist of
single or up to 3 actions, performed in sequence, with user defined pauses.  A list of 23
available actions lets the user define which actions can be taken for a given alarm.

Notifications The included free software can monitor one, or multiple sites and send e-mails or SMS
messages when alarm conditions are present.  For secured mail servers, there is an option to
use the default mailer program, such as Outplook Express, to send the notifications.

CAUTION: While the SiteSentry2's DPDT relays can ha ndle 120 VAC, this practice is very
dangerous and is strongly discouraged by CircuitWer kes.  Switching of hazardous voltages
should only be done in a manner that isolates the v oltages from accidental contact with
people.  Don’t ever switch lethal voltages directly  with the SiteSentry2!   Ever.
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Warranty
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